MHO®OPMALUNOHHAA NAMATKA
AnA ObYYAIKOLWKNXCA ANnA PASMELLEHUA
HA O®ULIMATIbHBIX MHTEPHET-PECYPCAX

C kaxkabIM rogomM MOJSIOAEXWN B MHTEPHETE CTaHOBUTbCA 60MblUe, a WKOSbHUKW OOHU U3
cambIX aKTUBHbIX nonb3oBaTtenen PyHeta. Mexay Tem, MOMMMO OrpOMHOr0 KonuyecTtsa
BO3MOXHOCTEN, WHTEPHET HeceT W npobnembl. JTa NamATKa [O/MHKHA MOMOYb Tebe
6e30nacHO HaxoauUTbCA B CETW.
KomnbloTepHbie BUPYChbI
KoMnblOTEPHBIN BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrpaMm, OT/IMYUTENBHON
0COBEHHOCTbLIO KOTOPOW ABNAETCA CMOCOOHOCTb K pa3mMHOXeHUI0. B fononHeHne K aTomy,
BUPYCbl MOrYT MOBPEOUTb WAW MOAHOCTbIO YHUYTOXWUTb BCe annbl M AOaHHble,
NOAKOHTPOJIbHbIE MOMb30BaTeNt0, OT MMEHUM KOTOpOoro Obiia 3anyweHa 3apaXKeHHaA
nporpamma, a Tak>xe NoBpeanTb UK AaXKe YHUUTOXUTb ONepaunoHHY0 CUCTEMY CO BCEMU
hannamu B Lenom. B 60nblUIMHCTBE CryyaeB pacnpoCTPaHATCA BUPYChl Yepe3 UHTEPHET.
MeToAb! 3aWmThl OT BPEAOHOCHbIX NporpamMmm:
1. Ncnonb3yn coOBpEMEHHbIE OnepauuoHHbIE CUCTEMbI, UMELWME CEepbe3Hblli YPOBEHb
3alWmTbl OT BPEAOHOCHbIX NporpamMmm;
2. lNocToAHHO ycTaHaBnmBan nNavyTu (UMGpPOBLIE 3annaTku, KOTOpPble aBTOMaTU4YECKU
ycTaHaBNMBalOTCA C Uenblo OopaboTku nporpaMmmbl) M Apyrme OOGHOBNEHWA CBOEW
onepaumoHHon cuctembl. CkaumBam Ux TONbKO € odomumansHoro camTta paspabotyumka OC.
Ecnu cylwecTByeT pexxmm aBTOMaTU4E€CKOro 06HOBNEHUA, BKJIHOYN €ro;
3. PaboTan Ha cBoeM KOMMbIOTEPE Mo npasaMn Nosb3oBaTenA, a He agMuHUcTpaTopa.
OTO He No3BONUT BGOSMBLUMHCTBY BPEAOHOCHbLIX MPOrpamMm WHCTaNIMpoBaTbCA Ha TBOEM
nepcoHasribHOM KOMMblOTEepe;
4. Vicnonb3yn aHTMBUPYCHblE MporpaMMHbie NPOAYKTbl M3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4ecknm obHoBNeHnem 6as;
5. OrpaHunyb hnanyeckuin [OCTyN K KOMMNbIOTEPY A/1A NOCTOPOHHUX NNL;
6. Vicnonb3yin BHelwHMe HOCcUTEeNu nHopMmauum, Takme Kak newka, ANCK unu gann ms
WHTEPHETA, TONIbKO M3 NPOBEPEHHbIX NCTOYHNKOB;
7. He oTKpbiBan KOMMNbOTEPHbIE ddaisbl, NOlyYEeHHble N3 HEHAOEXXHbIX UCTOYHUKOB. [axe
Te ¢hannbl, KOTOpble npucnan TBOM 3HAKOMbIN. Jlyyle yTOYHWU Yy Hero, oTnpasnAs Nn OH
Tebe ux.
CeTtu WI-FI
Wi-Fi - 9T0 He BUA nepepaym faHHbIX, He TEXHONOMMA, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rony HMOepnaHackaa komnaHna 3apernctpuposana 6peHa "WECA", yTo o6o3Ha4vano
cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoguTcA Kak "GecrnpoBogHan
TOYHOCTbL".
[Jo Hawero BpemeHu powna pgpyraAa abbpeBmaTtypa, KOTOpaA ABAAETCA TakKoM Xe
TexHonornen. 910 abbpesmatypa "Wi-Fi'. Takoe HasBaHMe ObIIO A4AHO C HAMEKOM Ha
CTaHOapT BbiCWEN 3BYKOBOM TexHUKWM Hi-Fi, 4To B nepeBoge oO3HayaeT "BbiCcOKasA
TOYHOCTbL".
[a, 6ecnnaTHbIn MHTEPHET-QOCTYN B Kade, OTenAax 1 asponopTrax ABAAETCA OT/IMYHON
BO3MO>XXHOCTbIO BbIXOAa B UHTEPHET. HO MHOrMe 3KCnepTbl CYMTAKOT, YTO 0OWEeAOoCTYNHbIe
Wi-Fi ceTn He AaBnAloTCcA 6€30NnacHbIMU.



CoBeTbl N0 6e3onacHOCTU paboTbl B 06wenocTynHbix cetax Wi-fi:
1. He nepepnasan cBOO NMYHYI0 HGOpMaunto yepes obwenoctynHole Wi-Fi ceTtn. PaboTtan
B HUX, XXenaTenbHO He BBOOUTb Naponn A0CTyna, JIOrnHbl U Kakue-ToO HoMmepa;
2. Ucnonb3yin n obHOBNAN aHTUBMPYCHble nporpamMmmbl U 6paHamayep. Tem cambiM Thbl
o6e3onacuub cebA OT 3aKavykn BUpyca Ha TBOe YCTPONCTBO;
3. Mpu ucnonbzosaHun Wi-Fi otknioum pyHkumio "O6wmii 4OCTyn K hannam n npuHtepam".
[aHHaA yHKUWA 3aKpbiTa N0 YMOYaHUIO, OAHAKO HEKOTOpPbIE NOIb30BaTENMN aKTUBUPYIOT
ee anA yoobcTtea Ucnonb3oBaHnA B paboTte unu yyebe;
4. He ncnonb3yun nybnuynein WI-FI ona nepepnaym nn4yHbIX gaHHbIX, HAaNnpumMep AnA Bbixona
B coumanbHble CETU NN B ANIEKTPOHHYIO MOYTY;
5. Ncnonb3yi TONbKO 3awmeHHoe coeanHeHne yepe3 HTTPS, aHe HTTP, T.e. npu Habope
Beb-agpeca BBOAU MMeHHO "https://;
6. B Mo6unbHOM TenegoHe oTkMun yHkumio "MNoaknoyveHne Kk Wi-Fi aBTomaTtndeckun'.
He ponyckan aBTOMaTM4eckoro noakmnyeHuAa yctponctea K cetam Wi-Fi 6e3 TBOEro
cornacua.
CouunanbHbie ceTu
CoumanbHble CeTU aKTUBHO BXOOAT B HALly XXWU3Hb, MHOTME Ntoan paboTaloT 1 XXUBYT Tam
NOCTOAHHO, a B Facebook y>ke 3apernctpmpoBaH Munnnapn, 4enoBek, YTo ABMAETCA OQHOW
ceabMoW Bcex XuTenen nnaHetobl. MHOrne nonb3oBaTesnin He NOHUMAIOT, YTO MHAPOpMaLUnA,
pasMelleHHaa MU B couMalbHbIX CeTAX, MOXeT OblTb HangeHa M UCMNoNb3oBaHa KeMm
yrogHo, B TOM 4ucne He 0b6A3aTesnibHO ¢ 6naruMmm HaMmepeHNAMM.
OcHoBHble coBeTbl MO0 6e30MacHOCTU B coLMalibHbIX CETAX:
1. OrpaHunyb cnvcok apysen. Y Teba B Apy3bAX HE OOMMKHO ObITb CllyYarHbIX N HE3HAKOMbIX
nopen;
2. 3awmuanm cBO YacTHYH XXN3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBoero
POXAEHMA U APYTYIO JIMYHYIO MHGOPMaLMIO. 3M0YMbIWAEHHUKN MOTYT UCNONb30BaTb AaXe
MHJOPMaLMIO O TOM, KaK Tbl 1 TBOM POOUTENU NNAaHUPyeTe NPOBECTU KaHUKYIIbI;
3. Sawmuan ceoto penyTauuio - AepXu ee B YACTOTE U 3agaBan cebe Bonpoc: xoTen Obl
Thl, 4TOObI Apyrne nosb3oBaTenu BUOENN, YTO Thbl 3arpyxaews? MNogyman, npexae yem
4YTO-TO OnNy6NMKOBaTb, HAaNUcaTb U 3arpy3unTb;
4. Ecnu Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3HaeLlb, HE UCMNOJb3Y CBOE peasibHOe NMA U
APYryro NIMYHYI0 MHOPMaUUK: MMA, MECTO XXUTeNbCTBa, MecTo y4ebbl 1 npoyee;
5. N36eran pasmelleHna potorpacdunr B IHTepHeTe, raoe Tl N306paXkeH Ha MeCTHOCTH, Mo
KOTOPOM MOXHO onpenennTb TBOE MECTOMOSIOXEHME;
6. lNMpn pernctpaumn B coumanbHON CETU HEeOBXOAMMO MUCMONb30BaTh C/IOXHbIE Maposu,
cocToAwwme n3 6yks N UUMpP U C KONNYECTBOM 3HAKOB HE MeHee 8;
7. AnA coumanbHOW ceTu, NMOYTbl N OPYrMX CanToB HEOO6XOOMMO WCMONb30BaTb pasHble
naponu. Torga ecnu TebA B3/IOMalOT, TO 3NOYMbIWIEHHUKN NosydaT OOCTYN TOMbKO K
OLHOMY MeCTY, a He BO BCce cpaay.
ONIeKTPOHHbIE AeHbru
ONEKTPOHHbIE OEHbIM - 3TO O4YeHb YOO0O6HbLIM cnocob nnaTexewn, 0QHaKO CyLecTBYHOT
MOLLUEHHNKW, KOTOPble XOTAT NOSTYYUTb 3TN AEHbIN.
ONEKTPOHHbIE AEHbIN MOABUINCL COBCEM HEAABHO M MMEHHO W3-3a 3TOr0 BO MHOMMX
rocygapcTBax 4o CUX NOp He NPONUCaHo NPO HUX B 3aKOHaxX.



B Poccuu xxe oHM OyHKUMOHMPYIOT N O HUX Y>Ke MPonncaHo B 3aKOHe, rae nx pasgenarTt
Ha HECKOJIbKO BMOOB - aHOHUMHbIE N HEe aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHMMHbIE - 3TO
Te, B KOTOPbIX paspelaeTcA NpoBoanTb onepauumn 6e3 ngeHtndukaumm nonb3osartensd, a
B HEAHOHUMHbIX AEHTUMKaLmMA nonb3oBaTena ABNAeTCA 06A3aTeNbHON.
Tak>Xe cnepyeT pasnuyaTb 3NEKTPOHHble dMaTHble OeHbru (paBHbl rocy0apCTBEHHbIM
BaNOTaM) 1 3NEeKTPOHHbIE HedmaTHble AeHbrn (He paBHbl FOCYAapCTBEHHbIM BanoTam).
OcHoBHbIe coBeTbl Mo 6e3onacHon paboTe ¢ 3NeKTPOHHbIMU AeHbraMu:
1. MpmBAXKN K cYETYy MOOWSbHLIN TenegoH. OTO cambln YyOO6HbIN N ObICTPbIA CNOCO6
BOCCTAHOBUTb OOCTYyN K cyeTy. NpuBA3aHHbIN TenedoH NOMOXeT, ecnun 3abynellb CBOW
nnaTeXXHbIW Naponb U 3angellb Ha CanT C HE3HaKOMOro YCTPOUCTBa;
2. cnonbayn ogHopasoBble naponu. [locne nepexona Ha yCUNeHHyo aBTopmu3aunio Tebe
y>Xe He ByaeT yrpoxaTb ONacHOCTb KpaXku Uiy nepexsaTa nnaTeXXHoro napons;
3. Bbibepu cnoxxHbi naposb. [NpecTtynHmkam 6yoeTt He NpoCTo yraaaTbh CMOXHbIVM Naposib.
Hapne>xHble naponu - 3To Naponn, KOTopble coaepXXaT He MeHee 8 3HaKOB M BKJIOHaloT B
cebA CTPOYHbIE U MPOMUCHbIE BYKBbI, UNMPPbI N HECKONIbKO CUMBOJIOB, TakMe Kak 3HaK
ponnapa, oyHTa, BocknmuaTenbHblii 3Hak 1 T.n. Hanpumep, $tROng!;;
4. He BBOAM CBOW NNYHbIE AAHHbIE HA canTaX, KOTOPbIM He A0BepAeLlb.
OneKTpoHHaA no4yTta
ONEeKTPOHHaA noyTa - 3TO TEXHONOMMA U NpeaocTaBNAeMble el YCyry no nepecbiike n
NONYYEHMIO ANEKTPOHHbIX COOBLEHMIN, KOTOPbIE pacnpenenAlnTCA B KOMMbIOTEPHOW CeTW.
O6bIYHO  9MEKTPOHHBLIA  MOYTOBLIA  AWWMK  BbLIFAAUT  crnegylowum  obpasom:
UMA_nonb3oBaTtena@umvAa_aomeHa. Takxxe Kpome nepegadnm npocTtoro TekcTa, umeetca
BO3MOXHOCTb rnepegasaTb dpaunsibl.
OcHOBHbIe coBeTbl N0 6e30nacHOu paboTe C 3IeKTPOHHOU NOYTON:
1. Hapo Bbi6paTb npaBusibHbIA MOYTOBbLIN cepBUC. B MHTepHeTe ecTb OrpoMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, OOHAKO Jyylle A0BEpPATb TEeM, KOro 3Haewb U KTO
nepBbl B PEUTUHTE;
2. He ykasbiBa B NIMYHOW MOYTE NIMYHYIO WHGOpMaumio. Hanpumep, nyyuwe BbibpaTtb
"My3blKanbHbI_thaHaT@" nnn "pok2013" BmecTto "Temal3d";
3. Vcnonb3yn OByxaTanHy aBTopu3auuio. 3TO Korga noMuMMo Maponf HY>XHO BBOAUTb
Kopn, npucblniaembln no SMS;
4. Bblbepn CnoXxHbi naponb. [OnA Kaxaoro noyToBOro AwWMKa [O/MKEH ObiTb CBOM
Ha[Ee>XXHbIN, YCTONYUBbLIA K B3/IOMY NMaporb;
5. Ecnu ecTb BO3MOXHOCTb HarnucaTb CamOMy CBOW JIMYHbIA BOMPOC, WCMOMb3YyW 3Ty
BO3MOXHOCTb;
6. Mcnonb3ynh HECKONbKO MOYTOBbIX AWMKOB. [lepBbli Of1A 4acTHOW Nepernucku
agpecatamu, KOTOPbIM Tbl AoBepAelb. OTO 3/IEKTPOHHbLIN agpec He Haf4o MCMNoNnb30BaThb
npu pernctTpauum Ha popymax v cantax;
7. He oTkpbiBan dhannbl n gpyrve BAOXEHUA B MUCbMax, Aaxe ecnv OHU NpuLwwv oT TBOUX
apysen. Jlydwe yTo4YHU y HUX, OTNPaBnAnn nn oun tebe atu hannsl;
8. Nocne okoHYyaHWA paboTbl HA MOYTOBOM CepBUCE Nepep 3aKpbiITUEM BKNAAKN C CAUTOM
He 3abyab HaXkaTb Ha "Bbintin".



Ku6epO6ynnuHr unu BuptyasibHOe UsfaeBaTeNibCTBO
KnbepbynnuHr - npecnegosaHne coobLEeHNAMU, coaepxXawmm ockopbneHus, arpeccuio,
3anyrmeaHue; XynuraHcTBO; couuanbHoe O60MKOTUPOBAHME C MNOMOLBLIO Pa3fINYHbIX
WHTEpPHEeT-CEepPBUCOB.

OcHoBHble coBeTbl N0 60pbbe ¢ KM6epOyNINHrom:
1. He 6pocamca B 60i. Jlyqwmnii cnocob: nocoBeToBaTbCA Kak cebA BECTU U, eC/IN HET TOrO,
K KOMY MOXHO 06paTuTbCA, TO BHayase YCnoKouTbCA. EcCnvM Thbl HayHewb oTBevaTb
ockopbneHnAMN Ha ocKOpbneHnA, TO TOMbKO eLle 60sblue pasoX Kellb KOHIIUKT;
2. YnpaBnAn ceBoen knbeppenyTtaumen;
3. AHOHMMHOCTb B ceTn MHuMMaA. CylecTBYyOT CNocobbl BbIACHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;
4. He ctouT BecTn xynuraHckuin obpas BUpTyanbHOW XWU3HW. NHTepHeT hukcunpyeT Bce
TBOW OENCTBUA U coXpaHAeT ux. YaoanuTtb ux 6yaeT KpanHe 3aTpyaHUTENbHO;
5. Cobntogar CBOK BUPTYasibHYIO YECTb CMOMIOAY;
6. NrHopupyn eguHuYHbIN Heratue. OQHOPa30Bble OCKOPOUTESNIbHbIE COOOLWEHNA nyylle
nrHopuposaTb. O6bI4HO arpeccma NpekpallaeTcA Ha HavyanbHOM CTaanu;
7. baH arpeccopa. B nporpammax o6bMeHa MrHOBEHHbIMU COOBLEHNAMU, B COUMasbHbIX
CeTAX eCTb BO3MOXXHOCTb 6/IOKMPOBKN OTMPaBKW COOBLLEHUI C onpeaefieHHbIX aapecos;
8. Ecnu Tbl cBupetenb KubepbynnuHra. TBOM [OEWUCTBUA: BbICTYNMUTb MPOTUB
npecnegosaTenAa, nokasaTb emy, 4TO ero AencTBUA OLLEHNBAIOTCA HEraTUBHO, Noaaep>xaTb
XXepPTBY, KOTOPOM HY>XHa Mcuxonorndyeckana MOMOLLb, COO6WMUTbL B3POCAbIM O akTe
arpeccvBHOro NOBeAEHUA B CETMU.

Mo6unbHbIU TenegoH
CoBpeMeHHble cMapT(OHbI 1 NNaHLWeTbl cogep>xaT B cebe BNnosiHe B3POC/ bl (PyHKUMOHAnN,
N Tenepb OHU MOTYT KOHKYPMPOBaTb CO CTaUuMOHapHbIMU KOoMMbloTepamu. OaHako, cpencTs
3awmTbl 4nA NoaobHbIX YCTPOMCTB NoKa o4eHb Mano. TecTupoBaHne 1 NoucK yA3BUMOCTEN
B HUX NPOUCXOANT He Tak MHTEHCUBHO, Kak anA K, To xe camoe KacaeTcA N MOBUNbHbIX
NPUIOXXEHUN.
CoBpeMeHHble MOOUIbHbIE Bpay3epbl y>XXe NPakTU4eCKN AOrHann HacTOSbHbIe aHanoru,
OQHaKO pacliMpeHne (pyHKUMOHana BneveT 3a cO60M O6OMbLUYIO CMOXHOCTb U MEHbLUYIO
3aWMLEHHOCTb.
[aneko He BCce NpovM3BOAUTENN BbiNyCcKaloT OOHOBNEHUA, 3aKpblBalOWMe KpUTU4eckue
YA3BMMOCTU AN1A CBOUX YCTPOMUCTB.
OcHOBHble coBeTbl AJi1A 6e30nacHOCTU MOGUSIbHOro TenedoHa:

Hwnyero He ABnAeTcA no-HacToAwemy 6ecnnaTHbiM. Byab oCcTOpoXeH, BeAb Korga Ttebe
npepnaratoT 6ecnnaTHbl KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO nnaTHble YCNyru;
Adyman, npexxge 4em otnpasmutb SMS, oTO MM BUAEO. Thbl TOYHO 3HaeWb, rae oHn 6yayT
B KOHEYHOM utore?
Heobxoanmo 06HOBNATL ONepauvioHHYI0 CUCTEeMY TBOEro cMapTgoHa;
Mcnonb3yin aHTUBMPYCHbIE NpOorpamMmmbl A1 MOOUNbHBIX TeNne(OoHOB;
He 3arpyxan npunoXeHmA OT HEU3BECTHOr0 WUCTOYHMKA, Bedb OHU MOryT coAepXaTb
BpeAOHOCHOEe nporpammHoe obecneyveHue;
[Mocne Toro kak Thbl BblMgewb C cauTa, rae BBOAWUN JINYHYIO WHQOpMauMio, 3anan B
HacTponku 6paysepa 1 yoanu cookies;



Mepunoanyeckn NpoBepAn, Kakue nnaTHble YCNyru akTMBUPOBaHbl HA TBOEM HOMEPE;
[aBan cBon HOMep MOOUNBHOro TenegoHa TONbKO NOAAM, KOTOPbIX Thl 3Haelb U KOMY
[oBepAeLlb;
Bluetooth gonkeH 6bITb BbIKOYEH, KOraa Thl UM He Nosib3yewbeA. He 3abbiBan nHorpa
NPOBEpPATb 3TO.
Online urpsbl
CoBpeMEHHblE OHNaWH-Urpbl - 3TO KpacouyHble, 3axBaTbiBalOWMe pasBfeyYeHun,
o6beanHAIOLWME COTHN ThICAY YenoBek rno Bcemy mupy. VIrpokn nccnenyoT AaHHbIA UM
Mup, obwalrTcA Apyr C APYroM, BbIMNOSHAIOT 3a4aHudA, CpaXkakwTCA C MOHCTpamMu wu
noslyyatoT onbIT. 3a yAOBONLCTBUE OHU NAATAT: NOKYNaloT OUCK, OnnaymBaloT aboOHEMEHT
W NnpuobpeTatT Kakne-To onumu.
Bce atm cpegcteBa wmaoyT Ha nopaepXaHne v pasBUTUE Urpbl, a TakXe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPMU3aUnK, BbINyCKaOTCA HOBble MaTyu
(umdppoBble 3annaTku AnA nporpamm), 3aKpbiBalOTCA YASBMMOCTN CEPBEPOB.
B nopobHbix mvrpax CTOMT onacaTbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwu
TBOEro naposifa, Ha KOTOPOM OCHOBaHa cucTtema aBTopmsaumm 60bWLMHCTBA Urp.
OcHoBHble coBeTbl MO 6e30MacHOCTU TBOEro UrPOBOro aKKayHTa:
1. Ecnu gpyron urpok BegeT ceba nNnoxo unm cosgaet Tebe HeNnpPUATHOCTK, 3abNTOKNPYA
ero B CNUCKe UrPOKOB;
2. Noxkanynca agMuHUCTpaTopamM Urpbl Ha Nnaoxoe NoBefeHne 3TOro UrpokKa, XenatenbHo
NPUIOXUTb Kakue-TO goKasaTesibCcTBa B BUAe CKPUHOB;
3. He ykasbiBan iM4HyI0 MHopMaLmio B npodpanse urpbl;
4. YBa)kan gpyrmx y4acTHUKOB MO Urpe;
5. He ycTaHaBnmnean HeodmumasbHble NaTyn 1 MoAbl;
6. icnonb3yn CNoXHbIe N pa3Hble Naponu;
7. Jaxe BO BpeMA uUrpbl He CTOUT OTKJOYaTb aHTuBupyc. [Moka Tbl uUrpaelwb, TBOW
KOMMNbIOTEP MOryT 3apas3unThb.
OULLIMHT UK KpaXKa JIMYHbIX AAaHHbIX
OG6bIYHOM KpaXkel AeHer 1 AOKYMEHTOB CErofHA y>e HUKOro He yAnBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHOIOMMA 3M10YMbILWNIEHHUKN NEepeMecTUsinCb B UHTEPHET, U MpogosmkatoT
3aHuMmMmaTbeA "nbumbiM" genom.
Tak nosBunacb HOBaA yrposa: MHTEPHET-MOLIEHHNYeCTBa UM OULIWHI, rNaBHaA uesb
KOTOPOro COCTOUT B NONTy4YEeHUN KOHPMOEHUMANbHBIX OaHHbIX NONb30BaTesnen - TorMHoOB n
naponen. Ha aHrnmnckom Asblke phishing Yntaetca kKak puwmHr (ot fishing - pbibHaA
no.nA, password - naporsib).
OcHoOBHble coBeTbl Mo 60pb6e ¢ PULUHIOM:
1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOA aHKeTa Oblna B3110MaHa,
TO HeobxoamMmo 3ab/1o0KMpoBaTh €e U coobWUTb aAMUHUCTPaTopamM pecypca 06 3TOM Kak
MOXXHO CKopee;
2. Ncnonb3yn 6e3onacHble Be6-canThl, B TOM 4YUC/e, MHTEPHEeT-MarasmHOB U MONCKOBbIX
cucTewm;
3. Ncnonb3yn cnoxHble U pasHble naponu. Takum obpasom, ecnn TebA B3NoOMatoT, TO
310YMbILWNEHHUKN NoslydaT A0CTYN TONbKO K OAHOMY TBOeMYy Npodusio B CEeTU, a He KO
BCEM;



4. Ecnu Teba B3nomanu, To Heob6xoAnMMO NpeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOPbIe
nobaeneHbl y TebA B Apy3bAX, 0 TOM, 4TO TebA B3nomanm U, BO3MOXXHO, OT TBOEro MMeHU
O6yneT paccblnaTbCA cram 1 CCbINIKU Ha PULLVHIOBbIE CanThl;
5. YcTaHoBu HagexkHbin naposib (PIN) Ha MOBUNbHBLIM TenedoH;
6. OTkNo4YM coxpaHeHne napona B 6paysepe;
7. He oTkpbiBan dannbl 1 gpyrve BAOXKEHUA B NMUCbMax, Aaxe ecnv OHU NpuLwwv oT TBOUX
apy3sei. Jlydwe yTo4YHU Y HUX, OTNPaBAann v oHn Tebe aTn dannbi.
UudpoBana penytauua
LincppoBana penytauuna - 9TO HeraTMBHaA UM NO3UTUBHAA MHAOpMaunA B ceTn o Tebe.
KomnpomeTupylowana uvHgopMmauuda, pasmelleHHaA B WHTEpHeTe, MOXEeT Cepbes3HbIM
o6pasom OTpa3nTbCA Ha TBOeW peanbHoW Xu3HW. "LindpoBaa penytaumaA" - aT0 TBOW
NMUOXK, KOTOPbIM hopMmnpyeTca n3 nHpopmaumm o Tebe B MHTEPHETE.
TBOE MecTo XNTenbcTBa, y4ebbl, TBOe PMHAHCOBOE MOJSI0XEeHMe, OCOOEHHOCTU XxapakTepa
N pacckasbl 0 61M3KUX - BCe 3TO HaKanIMBaeTCA B CETU.
MHorme noopoCTKWU NErkoMbICIEHHO OTHOCATCA K Ny6nvkauuu NUYHOM uHopMauun B
WHTepHeTe, He NOHMMaA BO3MOXHbIX NOCNeACTBMIA. Thbl JaXKe He CMOXellb AoragaTtbCcq O
TOM, 4TO (poTOorpadumA, pasmelleHHan 5 net Hasapn, cTana NPUYNHON 0TKasa NPUHATL TebA
Ha paboTy.
KoMmeHTapumn, pasmelleHne TBomx otorpacdunn n gpyrme OencTtBUA MOryT He NCHE3HYTb
Aaxke rnocne Toro, Kak Tbl UX yaanuvb. Tbl HEe 3Haellb, KTO COXpaHUn 3Ty MHGOopMauuio,
nonasna siv oHa B MOMCKOBbIE CUCTEMbI U COXPaHUNach NN OHa, a rNaBHOE: YTO NOAyMaloT O
Tebe okpy>KaroLwme nogu, KoTopble HaNAyT U YBUAAT 3T0. HanTn nHdopmaumio MHOro net
CrycTA CMOXeT obon - Kak 1n3 fobpbix NOBYXAEHUW, TaKk U C HaMepeHneM MPUYNHUTL
Bpen. OTO MOXET ObITb KTO YrOA4HO.
OcHoBHble coBeTbl NO 3awuTe LudpoBon penytauuu:
1. Nopyman, npexae 4YeMm 4TO-TO NybnukosaTb M NepepasaTtb y ceba B 6nore vnn B
couunanbHoOn ceTu;
2. B HacTpownkax npoduna ycTaHOBU OrpaHUYeHMA Ha NPOCMOTP TBOEero npodunAa n ero
coaep>Xnmoro, caenan ero TonbkKo "ona gpysen';
3. He pasmelyain n He ykasbiBan MHpopMaumio, KOTopaAa MOXeT KOro-imbo ockopbnATb nnim
obuxatb.
ABTOpCKOE npaBo
CoBpeMeHHbIe WKOMIbHUKM - aKTUBHbIE MOMb30oBaTeNun LM poBoro npoctpaHcTea. OgHako
[aneko He BCe 3HalT, YTO MOSb30BaHWE MHOMMMU BO3MOXXHOCTAMU LMPpOBOro mupa
TpebyeT cobMoaeHNA NpaB Ha UHTENNEKTyaslbHYyl0 COOCTBEHHOCTb.
TepmyH "MHTennekTyanbHaAd COOGCTBEHHOCTb" OTHOCUTCA K pPas3/MyHbIM TBOPEHUAM
4YeNoBEYeCKOro yma, HayumHaA C HOBbIX WU300peTeHnn u 3HakoB, 0603Ha4YarLmX
CO6CTBEHHOCTb Ha nMpPOAYKTbl W YCAyrn, N 3akaHuyumBaA KHUramu, doTorpadpuamvu,
KWHOUNbMaMN U My3blKasibHbIMU MPON3BEAEHNAMM.
ABTOpCKMe npaBa - 9TO NpaBa Ha NHTeNNeKTyanbHyto CO6CTBEHHOCTb Ha NPoOu3BeaeHUA
Hayku, nutepaTypbl U UCKyccTBa. ABTOPCKME MNpaBa BbICTyNalT B KayecTBe rapaHTum
TOro, YTO UHTENNEKTYyaNbHbIN/TBOPYECKNA Tpyd aBTopa He ByadeT HanpacHbIM, 4acT emy
crnpaBensivBble BO3MOXHOCTU 3apaboTaTb Ha pesynbratax CBOero Tpyaa, MonayyYuTb
NM3BECTHOCTb U Npu3HaHne. HUKTO 6e3 paspelleHnA aBTopa He MOXXEeT BOCMNPOM3BOAUTb



ero npousBeneHue, pacnpocTpaHATb, NybAMYHO AEeMOHCTpUpoBaThb, NpoOaBaTh,
MMNoOpTUPOBaTb, MyckaTb B NpoKaT, My6/IMYHO WMCNOMHATb, MOKa3blBaTb/MCMONHATL B
acpupe nnun pasmewatsb B IHTepHeTe.
Mcnonb3oBaHme "nmmnpaTtckoro" nporpammHoro obecrneyvyeHma MOXXeT NPUBECTU K MHOMMM
puckam: OT NOTepu AaHHbIX K TBOMM akKayHTam 00 6/TOKMPOBKM TBOEro YCTPOMCTBA, rae
yCTaHOBNieHa HeneranbHaA nporpamma. He ctouT Takxke 3abbiBaTb, YTO CYLECTBYIOT
neranbHble N 6ecnnaTHble NPOrpaMmmbl, KOTOPbIE MOXXHO HAWTWU B CETW.

O noprane
CeteBM4YOK.ph - TBOW rnaBHbIU COBETYMK B CeTU. 3aecb Tbl MOXeWb y3HaTb O
6e30nNacHOCTU B CE€TU MOHATHbIM U AOCTYMHbIM A3bIKOM, a NPU BO3HUKHOBEHUMU
KPUTUYECKOM CcUTyauuum o6GpaTUTbCA 3a COBETOM. A TakK)XXe NPUHATb y4acTue B
KOHKYypcax U ctaTb caMmbiM LiucpoBbIM rpakgaHuHom!



